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Are You At Risk?
By Matt Sanregret

Ins i d e: With the Inter_net be_comin_g easier and less expen_sive to acawssand more of our custome
i are now “on-line” with their computers at the practice. Fontbst part this is a wonderful
thing for your Advantage software. You can receive e-npalbtes for your software, you can
upload/download data to troubleshoot a problem you may bedgia¥ou can use e-mail as a
e Internet communication tool to your clients. It's also possibleour support staff to actually login to
| your system to download data or troubleshoot a prob
Security
Internet access does come with some consequences howeveuarabgido take proper steps
eLab with your system if you have computers online. We EaE_tiBg to receive more and more calls
from users that have gotten computer viruses, spywarentuogions by hackers.
Interface

Most security problems are easily preventable by having pastection in place. When a big
] story breaks about a éw” virus attack or Windows “security flaw” it is typicallpmsiething the
e Bi ograp hy was easily preventable with some simple steps.

Internet Protection — The Essentials

There are books written on Internet security, so it'sosgible to go into much depth in a
newsletter, but here are some essential tools you needdadflyaur computers are on the
Internet. Anti-Virus software, Spyware software, andewfall should be installed on any
computer with an Internet connection. Following is a hyiedrview of each.

s Humor

You should also investigate what some of the major softeserity companies such as
Microsoft, Symantec, McAfee, Zone Labs, etc. have to say.

Anti-Virus Software: This is a must for any computer accessing the Interneiciedly
computers that use e-mail. Viruses are typically embeddednails and install themselves
without your knowledge. Anti-virus software should bstalled on your computer and you
need to subscribe to your vendors automatic update servicéNlew viruses are introduced
daily. Typically virus software is updated on a weekly ©asi does you very little good to
purchase anti-virus software and not keep it updated.

Firewalls: Firewalls prevent unauthorized users from accessing yoyswtemthrough your
Internet connection. Firewalls can be a hardware device swchoager (recommended) or
software, or both a hardware firewall and software firewBfe current version of Windows 3
includes a built-in firewall. This is not as customieaénd powerful as products from Norton
and Zone Labs, but is a huge improvement over doingngthi

Typically firewalls are configured once and do not neecetapmlated on a regular basis like
anti-virus software.

Adware & SpyWare: These products have received a lot of attention receftiware and
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spyware programs get installed on your computer without knowledge when you visit
web sites or install other programs. These programs haability to scan systems or
monitor activity and relay information to other computertooations on the Internet.
Among the information that may be actively or passively gathand disseminated by
spyware: passwords, log-in details, account numbers,nsdormation, individual files
or other personal documents.

Spyware may also gather and distribute information relatétetaser's computer,
applications running on the computer, Internet browsageisor other computing habits.
There are a number of low cost of free anti-spyware prageailable, including a free
product from Microsoft. Similar to anti-virus softwaeati-spyware software should be
updated on a regular basis, or it is not very valuable.

Lab Interface update

VETECH is currently testing a new interface with Ideals Equipment. This interface
allows Idexx equipment to be connected with a cable to @et@mnrunning Advantage
software and lab test results can be imported into anpatiedical record quickly. If you
own Idexx equipment and would like to try this, pleasatact our office.
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